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1.0

Introduction

This e-safety policy affirms our commitment to e-safety and acknowledges its part in the school’s overall
Safeguarding Policies and Procedures. It shows our commitment to meeting the requirements to safeguard and
promote the welfare of pupils as outlined in Articles 17 & 18 of the Education and Libraries (Northern Ireland)
Order 2003.
The whole school community can benefit from the opportunities provided by the Internet and other
technologies used in everyday life and support the overarching goal of the Empowering Schools Strategy (March
2004) “That all young people should be learning, with, through and about the use of digital and online
technologies”.
This e-safety policy identifies the risks involved in using the Internet and the wide range of new technologies
available. It sets out the steps the school is taking to avoid these risks or to minimise such risks where total
elimination is not achievable. The school is committed to developing a set of safe and responsible behaviours by
all members of the school community that will enable us to avoid/reduce the risks whilst continuing to benefit
from the opportunities. Our expectations for responsible and appropriate conduct are formalised in the
Acceptable Use Policies (AUPs) which we expect all staff and pupils to follow.
As part of our commitment to e-safety we also recognise our obligation to implement a range of security
measures to protect the school network and facilities from attack, compromise and inappropriate use and to
protect school data and other information assets.
For the purposes of clarity and consistency throughout this document the lead person in school on e-Safety is
called the e-Safety Coordinator.
In short, we aim to:
•
•
•
•

Emphasise the need to educate staff, children and young people about the pros and cons of using new
technologies both within and outside the School.
Provide safeguards and agreement for acceptable use to guide all users, whether staff or student, in
their online experiences.
Ensure adults are clear about procedures and sanctions for misuse of any technologies both within and
beyond the school.
Develop links with parents/carers and the wider community ensuring input into policies and procedures
with continued awareness of the benefits and potential issues related to technologies.
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2.0 Responsibilities of the School Community
E-Safety is the responsibility of the whole school community and everyone has their part to play in ensuring that
all members of the community are able to benefit from the opportunities that technology provides for learning
and teaching. This is also set out in the government’s Keeping Children Safe in Education, 2016 document1.
Therefore, the involvement of children, young people and parent/carers is also vital to the successful use of
online technologies.
This policy should be read in conjunction with the Rainey Endowed Safeguarding and Child Protection Policy2.
The following responsibilities demonstrate how each member of the community will contribute.
2.1 THROUGH THE BOARD OF GOVERNORS THE RESPONSIBILITIES OF THE SENIOR
LEADERSHIP TEAM (SLT):
•
•
•
•
•
•
•
•
•
•
•
•
•
•

•
•

Appoint a person (the E-Safety coordinator) to take responsibility for E-Safety and support them in their
work
Provide clear channels of communication for the E-Safety coordinator to liaise with the Senior
Management Team and the Board of Governors, in particular the Safeguarding team.
Liaise with the school’s Board of Governors by having an E-Safety regularly on the agenda of Board
meetings via the Headmaster’s Report.
Ensure that access to the school ICT system is as safe and secure as reasonably possible.
Keep an E-Safety Register that records all instances in breaches of policy
Ensure that servers and other key hardware or infrastructure are located securely with only appropriate
staff permitted access.
Make appropriate resources, training and support available to all members of the school community to
ensure they are able to carry out their roles effectively with regard to e-Safety
Ensure that a comprehensive E-Safety education programme is in place and delivered to all staff, pupils
and parents
Ensure that the school’s Child Protection Officer and one Governor has training geared to meeting the
challenges presented by the wide use of the new technologies
Develop and promote an E-Safety culture within the school community
Ensure adequate technical support is in place to maintain a secure ICT system
Ensure policies and procedures are in place to ensure the integrity of the school’s information and data
assets
Ensure that procedures are in place to prevent personal data being sent over the Internet unless such
data is encrypted or otherwise made secure
Ensure that all users are informed that school equipment must not be used to view and transmit
inappropriate material. The Computer Misuse Act3 1990 makes it a criminal offence to “cause a
computer to perform any function with intent to secure unauthorised access to any program or data
held in any computer”.
Ensure that the school offers opportunities for parents/guardians to increase their knowledge of how
ICT is used by their children and the e-safety issues arising from that use
Ensure that only technical and relevant staff are permitted to download and install software onto the
C2K network.
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https://www.gov.uk/government/publications/keeping-children-safe-in-education
http://raineyendowed.com/pastoral-policies/
3
https://www.legislation.gov.uk/ukpga/1990/18/pdfs/ukpga_19900018_en.pdf
2

•
•
•

Ensure that all staff and pupils agree to the Acceptable Use Policy and that new staff have E-Safety
included as part of their induction procedures
Receive and regularly review E-Safety incident register; ensure that the correct procedures are followed
should an E-Safety incident occur in school and review incidents to see if further action is required
Take ultimate responsibility for the E-Safety of the school community

2.2 E-SAFETY COORDINATOR RESPONSIBILITIES
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

2.3

Promote an awareness and commitment to E-Safety throughout the school
Be the first point of contact in school on all E-Safety matters
Create and maintain E-Safety policies and procedures
Develop an understanding of current E-Safety issues, guidance and appropriate legislation
Ensure delivery to all staff and pupils an appropriate level of training in the full range of E-Safety issues
identified in this policy
Ensure that E-Safety education is in place and embedded across the curriculum
Ensure that staff and pupils know the procedure to follow should they encounter any material or
communication that makes them feel uncomfortable
Liaise with technical staff and C2k for the blocking of inappropriate websites, social network sites and
other unsuitable digital material
Ensure that E-Safety promoted with parents/guardians and advice given as to how they can support
their children should they become victims through the Internet and other technological malpractice
Ensure that all staff and pupils understand the contents of the appropriate Acceptable Use Policy and
that it is signed, returned and filed securely
Ensure that any person who is not a permanent member of school staff, who makes use of the school
ICT equipment in any context, is made aware and signs the STAFF Acceptable Use Policy
Ensure that all members of the school community understand the consequences of not following the
regulations set in the Acceptable Use Policies which they have signed
Liaise with the Local Educational Authority and other relevant agencies as appropriate
Ensure an E-Safety register is kept up-to-date
Ensure that Good Practice Guides for E-Safety are displayed around the school
Monitor, report and advise on E-Safety issues to the Senior Leadership Team and Governors on a regular
basis at an appropriate level.
Advise the Senior Management Team of future training needs to meet the requirements presented by
the role of E-Safety Coordinator
RESPONSIBILITIES OF ALL STAFF

•
•
•
•
•
•
•
•

Advise the Senior Management Team of future training needs to meet the requirements presented by
the role of E-Safety Coordinator
Ensure that they know who the E-Safety Coordinator and designated CP staff are within the school so
that any misuse or incidents can be reported which involve a child.
Be relevant policies so that, in the event of misuse or an allegation, the correct procedures can be
followed immediately.
Read, understand and help promote the school’s E-Safety policies and guidance
Read, understand, adhere to and sign the Rainey Endowed Staff ICT AUP
Develop and maintain an awareness of current E-Safety issues and legislation and guidance relevant to
their work
Maintain a professional level of conduct in their personal use of technology at all times
Take responsibility for ensuring the safety of sensitive school data and information

3

•
•
•
•
•
•
•
•
•
•
•
•
•

Be responsible for, or assist with the delivery of the E-Safety education programme to pupils, ensuring
that pupils fully understand the requirements of the Rainey Endowed Pupils ICT AUP and that it is duly
signed.
Supervise pupils carefully when engaged in learning activities involving technology
Ensure that pupils are told what to do should they encounter any material or receive a communication
which makes them feel uncomfortable
Foster a ‘No Blame’ culture so that pupils feel able to report any cyber-bullying, ‘grooming’ abuse or
receipt of inappropriate digital materials or other misuse
Be aware of how to advise pupils who receive uninvited/unwelcome attention or are presented with
inappropriate materials as a result of their use of the new technologies
Inform and periodically remind pupils that their use of the Internet is monitored
Remind pupils not to share their password with any other person
It is recommended that all personal storage devices (i.e. memory sticks) which are utilised by staff
members to hold sensitive information are encrypted or password protected in the event of loss or
theft. It is further recommended that C2k provided cloud storage is used in preference to above.
Be vigilant when pupils are conducting investigative searches with search engines such as Google
Respect the feelings, rights, values and intellectual property of others in their use of technology in
school and at home
Report all e-Safety incidents which occur in the appropriate log and/or to their line manager
Preview all websites which they intend to incorporate into their teaching or use only sites accessed from
managed ‘safe’ environments such as the school VLE
Report any failure of the filtering systems to the school Network manager and C2k

2.4 RESPONSIBILITIES OF PUPILS
•
•
•
•
•
•
•
•
•
•

Read, understand and adhere to the Rainey Endowed Pupils ICT AUP and follow all safe practice
guidance
Be aware of school elected and trained Digital Leaders and avail of their expertise if seemed suitable or
appropriate
Take responsibility for their own and each others’ safe and responsible use of technology wherever it is
being used, including judging the risks posed by the personal technology owned and used by them
outside of school
Reminded not to share their password with any other person
It is recommended that the pupil encrypt their USB memory pen. / Recommended that pupils make use
of C2K provided cloud storage
Reminded to take back-up copies of any files which they generate
Ensure they respect the feelings, rights, values and intellectual property of others in their use of
technology in school and at home
Understand what action should be taken if they feel worried, uncomfortable, vulnerable or at risk whilst
using technology, or if they know of someone to whom this is happening
Report all E-Safety incidents to appropriate members of staff
Discuss e-Safety issues with family and friends in an open and honest way

2.5 RESPONSIBILITIES OF PARENTS AND GUARDIANS
•
•
•

Help and support the school in promoting E-Safety
Read, understand and promote the Rainey Endowed Pupils ICT AUP with their children
Discuss e-Safety concerns with their children, show an interest in how they are using technology, and
encourage them to behave safely and responsibly when using technology
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•
•

Be aware of those sites which can offer advice and support to children who receive uninvited/
unwelcome attention or are presented with inappropriate materials as a result of their use of the new
technologies
Consult with the school if they have any concerns about their child’s use of technology

2.6 RESPONSIBILITIES OF TECHNICAL STAFF
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Ensure that servers, workstations and other hardware and software are kept updated as appropriate.
Ensure that a firewall is maintained and virus and malware protection is installed on all appropriate
hardware and is kept active and up-to-date by C2k.
Check that staff have virus protection installed on all laptops used for school activity.
Maintain the filtered broadband connectivity through C2k
In conjunction with C2k & Senior Staff, immediately remove access to any website considered
inappropriate by staff or pupils
Ensure that only approved or checked webcam sites are available for staff /pupil use
Keep up-to-date with C2k services and policies
Ensure appropriate technical steps are in place to safeguard the security of the school ICT system,
sensitive data and information. Review these regularly to ensure they are up to date
At the request of the Senior Leadership Team conduct occasional but regular checks on files, folders,
email and other digital content to ensure that the Acceptable User Policies (Staff and Pupils) are being
followed
Report any E-Safety-related issues that come to their attention to the E-Safety coordinator and/or
Senior Leadership Team
Ensure that procedures are in place for new users and leavers to be correctly added to and removed
from all relevant electronic systems
Ensure that suitable access arrangements are in place for any external users of the schools ICT
equipment
Ensure that any administrator or master passwords for school ICT systems are kept secure and available
to at least two members of staff, e.g. Principal, Vice Principal and C2K Network Manager.
Liaise with C2K and others on E-Safety issues

2.7 RESPONSIBILITY OF ANY EXTERNAL USERS OF THE SCHOOL SYSTEMS E.G. ADULT OR
COMMUNITY EDUCATION GROUPS
•

Take responsibility for liaising with the school on appropriate use of the school’s ICT equipment and
Internet

2.8 RESPONSIBILITIES OF THE PRINCIPAL AND GOVERNORS
•
•
•
•

Read, understand, contribute to and help promote the school’s E-Safety policies and guidance as part of
the schools overarching safeguarding procedures
Support the work of the school in promoting and ensuring safe and responsible use of technology in and
out of school, including encouraging parents to become engaged in e-Safety awareness
Ensure appropriate funding and resources are available for the school to implement their E-Safety
strategy
The Governors MUST ensure online safety is covered within an awareness of safeguarding and how it is
being addressed within the school. It is the responsibility of Governors to ensure that all safeguarding
guidance and practices are embedded
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•
•
•

An online safety Governor (Safeguarding Governor) challenges the school about having an AUP with
appropriate strategies which define the roles and responsibilities for the management, implementation
and safety for using ICT
The Principal is responsible for promoting online Safety across the curriculum and has an awareness of
how this is being developed and the school’s development plan.
The Principal should inform the Governors at the Curriculum meetings about the progress of, or any
updates to, the online safety curriculum (ICT) and ensure Governors know how this relates to
safeguarding. At the Full Governor meetings, all Governors are to be made aware of online safety
developments from the relevant meetings

3.1 Learning and Teaching
The key to developing safe and responsible behaviours online for everyone within the school community lies in
effective education. The Internet and other technologies are embedded in pupils’ lives, not just in school but
outside as well, and the school has a duty to help prepare pupils to benefit safely from the opportunities that
these present. Therefore developing personal resilience is key to preventative action.
The school will:• Develop an environment that encourages pupils to tell a teacher/responsible adult immediately if they
encounter any material that makes them feel uncomfortable;
• Ensure pupils and staff know what to do if they find inappropriate web material i.e. to switch off
monitor and report the URL to the teacher or System Manager.
• Ensure pupils and staff know what to do if there is a cyber-bullying incident;
• Ensure all pupils know how to report abuse;
• Have a clear, progressive e-safety education programme throughout all Key Stages. Teach pupils a range
of skills and behaviours appropriate to their age and experience, such as:
o to STOP and THINK before they CLICK
o to discriminate between fact, fiction and opinion;
o to develop a range of strategies to validate and verify information before accepting its accuracy;
o to skim and scan information;
o to be aware that the author of a web site/page may have a particular bias or purpose and to
develop skills to recognise what that may be;
o to know some search engines/web sites that are more likely to bring effective results;
o to know how to narrow down or refine a search;
o to understand how search engines work;
o to understand ‘Netiquette’ behaviour when using an online environment/email, i.e. be polite, no
offensive language or other inappropriate behaviour; keeping personal information private;
o to understand how photographs can be manipulated and how web content can attract
unwelcome attention;
o to understand why on-line ‘friends’ may not be who they say they are and to understand why
they should be careful in online environments;
o to understand why they should not post or share detailed accounts of their personal lives,
contact information, daily routines, photographs and videos and to know how to ensure they
have turned-on privacy settings;
o to understand why they must not post pictures or videos of others without their permission;
o to understand why and how some people will ‘groom’ young people for sexual reasons;
o to know not to download any files – such as music files - without permission;
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o
•
•
•
•

to have strategies for dealing with receipt of inappropriate materials;

Ensure that when copying materials from the web, staff and pupils understand issues around plagiarism;
how to check copyright and also know that they must observe and respect copyright/ intellectual
property rights;
Ensure that staff and pupils understand the issues around aspects of the commercial use of the Internet,
as age appropriate. This may include, risks in pop-ups; buying on-line; on-line gaming/ gambling
Ensure staff know how to encrypt data where confidentiality demands such action and that they
understand data protection and general ICT security issues linked to their role and responsibilities;
Makes training available annually to staff on the e-safety education program;

3.2 INTERNET ACCESS
Web filtering of internet content is provided by C2K. This ensures that all reasonable precautions are taken to
prevent access to inappropriate material. However it is not possible to guarantee that access to unsuitable
material will never occur. Teachers are encouraged to check out websites they wish to use. All users are
informed about the action they should take if inappropriate material is accessed or discovered on a computer.
Notices are posted in classrooms and around school as a reminder.
The school decides which users should and should not have Internet access, the appropriate level of access and
the level of supervision they should receive. There are robust systems in place for managing network accounts
and passwords, including safeguarding administrator passwords. Suitable arrangements are in place for visitors
to the school who may be granted a temporary login.
All users are provided with a login appropriate to their key stage or role in school. Pupils are taught about safe
practice in the use of their login and passwords.
All users should only be using the Internet in response to a legitimate articulated need.
Staff are given appropriate guidance on managing access to laptops which are used both at home and school
and in creating secure passwords.
Access to personal, private or sensitive information and data is restricted to authorised users only, with proper
procedures being followed for authorising and protecting login and password information.
Remote access to school systems is covered by specific agreements and is never granted to unauthorised third
party users.
3.3 USING THE INTERNET
The school provides the internet to:• Support curriculum development in all subjects;
• Facilitate and encourage independent learning and research by pupils;
• Support the professional work of staff as an essential professional tool;
• Enhance the school’s management information and business administration systems;
• Enable electronic communication and the exchange of curriculum and administration data with the
Department of Education, the Examination Boards and others;
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Users are made aware that they must take responsibility for their use of, and their professional conduct whilst
using, the school ICT systems or a school provided laptop or device and that such activity can be monitored and
checked.

All users of the school ICT or electronic equipment will abide by the relevant Acceptable Use Policy (AUP) at all
times, whether working in a supervised activity or working independently,
Pupils and staff are informed about the actions to take if inappropriate material is discovered and this is
supported by notices in classrooms and around school.
Additional guidance for staff and pupils is included in the Rainey Endowed Pupils ICT AUP and Rainey Endowed
Staff ICT AUP and this is included as part of the school’s E-Safety Policy.
3.4 USING E-MAIL
Email is regarded as an essential means of communication and the school provides all members of the school
community with an e-mail account for school-based communication. Communication by e-mail between staff,
pupils and parents will only be made using the school e-mail account and should be professional and related to
school matters only. E-mail messages on school business should be regarded as having been sent on headed
notepaper and reflect a suitable tone and content and should ensure that the good name of the school is
maintained. There are systems in place for storing relevant electronic communications which take place
between school and parents.
C2k operates an appropriate educational filtered Internet-based email system for schools.
In the school context email should not be considered private and the school reserves the right to monitor e-mail.
There is a balance to be achieved between monitoring to maintain the safety of pupils and the preservation of
human rights, both of which are covered by recent legislation.
As part of the curriculum pupils are taught about safe and appropriate use of e-mail. Pupils are informed that
misuse of e-mail will result in a loss of privileges.
All users are reminded that sending threatening e-mails and other messages is a criminal offence under the
Protection from Harassment Act (1997), the Malicious Communications Act (1988) and Section 43 of the
telecommunications Act (1984)
Additional guidance for staff and pupils is included in the Rainey Endowed Pupils ICT AUP and Rainey Endowed
Staff ICT AUP and this is included as part of the school’s E-Safety Policy.
3.5 USING IMAGES, VIDEO AND SOUND
It is recognised that many aspects of the curriculum can be enhanced by the use of multi-media and that there
are now a wide and growing range of devices on which this can be accomplished. Pupils are taught safe and
responsible behaviour when creating, using and storing digital images, video and sound.
Digital images, video and sound recordings are only taken with the permission of participants; images and video
are of appropriate activities and are only taken of pupils wearing appropriate dress using only school supplied
equipment and never personal devices.
All parents/carers are asked to sign an agreement about taking and publishing photographs and video of their
children and this list is checked whenever an activity is being photographed or filmed.
For their own protection staff or other visitors to school never use a personal device (mobile phone, digital
camera or digital video recorder) to take photographs of pupils.
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Additional guidance for staff and pupils is included in the Rainey Endowed Pupils ICT AUP and Rainey Endowed
Staff ICT AUP and this is included as part of the school’s E-Safety Policy.
3.7

PUBLISHING CONTENT ONLINE

(a)
School Website: raineyendowed.com
The school maintains editorial responsibility, through the E-Safety coordinator for any school initiated website
or virtual learning platform content to ensure that content is accurate and the quality of presentation is
maintained. The school maintains the integrity of the school website by ensuring that responsibility for
uploading material is always moderated and that passwords are protected.
The point of contact on the school website is the school address, e-mail and telephone number. Contact with
staff is though the receptionists in the school office.
(b)
VLE, Blogs, Wikis, Podcasts, Social Network Sites
As part of the curriculum pupils are encouraged to create online content. Pupils are taught safe and responsible
behaviour in their creation and publishing of online content. They are taught to publish for a wide range of
audiences which might include governors, parents or younger children. Blogging, podcasting and other
publishing of online content by pupils will take place within the school virtual learning platform or other media
selected by the school. Pupils will only be allowed to post or create content on sites where members of the
public have access, when this is part of a school related activity. Appropriate procedures to protect the identity
of pupils will be followed.
All reasonable steps are taken to ensure that any material published online is the author's own work, gives
credit to any other work included and does not break copyright
(c)
Online Material Published outside the School:
Staff and pupils are encouraged to adopt similar safe and responsible behaviours in their personal use of blogs,
wikis, social networking sites and other online publishing outside school as they are in school.
Material published by pupils, governors and staff in a social context which is considered to bring the school into
disrepute or considered harmful to, or harassment of another pupil or member of the school community will be
considered a breach of school discipline and treated accordingly.
Additional guidance for staff and pupils is included in the Rainey Endowed Pupils ICT AUP and Rainey Endowed
Staff ICT AUP and this is included as part of the school’s E-Safety Policy.
3.8 USING MOBILE PHONES
Multimedia and communication facilities provided by a mobile phone can provide beneficial opportunities for
pupils. However, their use in lesson time will only be with specific permission from the teacher.
School mobile phones or similar devices with communication facilities used for curriculum activities are set up
appropriately for the activity. Pupils are taught to use them responsibly.
Where required for safety reasons in off-site activities, a school mobile phone is provided for contact with
pupils, parents or the school. Staff will not use personal mobile phones in any situation where their mobile
phone number or other personal details may be revealed to a pupil or parent.
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Unauthorised or secret use of a mobile phone or other electronic device, to record voice, pictures or video is
forbidden. Unauthorised publishing of such material on a web site which causes distress to the person(s)
concerned will be considered a breach of school discipline, whether intentional or unintentional. The person
responsible for the material will be expected to remove this immediately upon request and incidents will be
judged according to relevant Pastoral Policies.
The sending or forwarding of text messages deliberately targeting a person with the intention of causing them
distress, ‘cyberbullying’, will be considered a disciplinary matter.
Additional guidance for staff and pupils is included in the Rainey Endowed Pupils ICT AUP and Rainey Endowed
Staff ICT AUP and this is included as part of the school’s E-Safety Policy.

3.9 USING OTHER TECHNOLOGIES
As a school we will keep abreast of new technologies and consider both the benefits for learning and teaching
and also the risks from an e-Safety point of view. We will regularly review the E-Safety policy to reflect any new
technologies that the school proposes to use, or to reflect the use of new technology by pupils.
Staff or pupils using a technology not specifically mentioned in this policy will be expected to behave with similar
standards of behaviour to those outlined in this document.
3.10 TOOLS FOR BYPASSING FILTERING
Web proxies are probably the most popular and successful ways for students to bypass Internet filters today,
identifying a cause for concern amongst school/education settings, where children and young people can access
the internet. Web proxies also provide an anonymous route through filtering safeguards in existence on
networked facilities, allowing users to navigate through potentially harmful or inappropriate content.
A web proxy is capable of hiding the IP address of the user and opening unrestricted and, in cases, unidentifiable
channels through which material can be viewed. The most common use of this tool amongst students is to
access social networking features, gaming websites or information of an adult nature – all of which is blocked
through the school’s filtering system.
Due to the ever evolving nature of this bypassing tool, and the tens of thousands of websites offering set-up
guidance, this is not an issue that can be solved overnight. It is referred to within the Acceptable Use Agreement
for both staff and pupils.
3.11 CCTV
The school clearly declares the use of CCTV for security measures in order to inform the public that they are
entering a surveillance area and we display the following key information:
•
•
•

The name of the school
The contact details of who is responsible for the system
The purpose of the CCTV system
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4.1

Protecting School Data and Information

The school recognises its obligation to safeguard staff and pupils’ personal data including that which is stored
and transmitted electronically. Practices and procedures to ensure that the school meets this basic obligation
are regularly reviewed.
Pupils are taught about the need to protect their own personal data as part of their E-Safety awareness and the
risks resulting from giving this away to third parties.
Suitable procedures, and where necessary training, are in place to ensure the security of such data including the
following:
• All computers or laptops holding sensitive information are set up with strong passwords, password
protected screen savers and screens are locked when they are left unattended
• Staff are provided with appropriate levels of access to the schools management information systems
holding pupil data. Passwords are not shared and administrator passwords are kept securely
• Staff are aware of their obligation to keep sensitive data secure when working on computers outside
school
• When the school disposes of old computers and other equipment we take due regard for destroying
information which may be held on them
• Data is transmitted securely and sensitive data is not sent via email unless encrypted
• Remote access to computers is by authorised personnel only
• The school has full back up and recovery procedures in place for school data
• Where sensitive staff or pupil data is shared with other people who have right of access to the
information, for example Governors, Social Services, the material is labeled appropriately to remind
them of their duty to keep it secure and to securely destroy any spare copies

5.1

Protecting School Data and Information

All E-Safety incidents are recorded in the School E-Safety Log by the e-safety coordinator which is regularly
reviewed.
Any incidents where pupils do not follow the Acceptable Use Policy will be dealt with following the school’s
normal disciplinary procedures.
In situations where a member of staff is made aware of a serious E-Safety incident, concerning pupils
or staff, they will inform the E-Safety coordinator, their line manager or head teacher who will then respond in
the most appropriate manner.
Instances of cyberbullying will be taken very seriously by the school and dealt with using the school’s antibullying procedures. School recognises that staff as well as pupils may be victims and
will take appropriate action in either situation.
Incidents which create a risk to the security of the school network, or create an information security
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risk, will be referred to the school’s E-Safety coordinator and technical support and appropriate advice sought
and action taken to minimise the risk and prevent further instances occurring, including
reviewing any policies, procedures or guidance. If the action breaches school policy then appropriate
sanctions will be applied. The school will decide if parents need to be informed if there is a risk that pupil data
has been lost.
The school reserves the right to monitor school equipment used off-site and to search any technology
equipment, including personal equipment with permission, when a breach of this policy is suspected.
If an incident occurs which raises concerns about Child Protection or the discovery of indecent images on a
computer, then the incident will be referred to the Designated Teacher and the Principal. The Child Protection
Procedures of the school will be followed. Such incidents will be recorded in the Board of Governors register.
5.2 ACTIVITIES CONSISTENT WITH UNACCEPTABLE (POSSIBLY ILLEGAL) CONDUCT
• accessing inappropriate or illegal content deliberately
• deliberately accessing downloading and disseminating any material deemed offensive, obscene,
defamatory, racist, homophobic, violent or containing political or religious remarks which are offensive
• continuing to send or post material regarded as harassment, or of a bullying nature after being warned
• using digital communications to communicate with pupils in an inappropriate manner (for instance,
using personal email accounts, personal mobile phones, or inappropriate communication via social
networking sites)
5.3 ACTIVITIES LIKELY TO RESULT IN DISCIPLINARY ACTION:
• any online activity by a member of the school community which is likely to adversely impact on the
reputation of the school i.e. deemed as bringing the school into disrepute
• any online activity by a member of the school community which results in defaming or libeling an
individual
• accessing inappropriate or illegal content accidentally and failing to report this
• inappropriate use of personal technologies (e.g. mobile phones) at school or in lessons sharing
• files which are not legitimately obtained e.g. music files from a file sharing site
• using school or personal equipment to send a message, or create content, that is offensive or bullying in
nature or could bring the school into disrepute
• attempting to circumvent school filtering, monitoring or other security systems
• circulation of commercial, advertising or ‘chain’ emails or messages
• revealing the personal information (including digital images, videos and text) of others by electronic
means (e.g. sending of messages, creating online content) without permission
• using online content in such a way as to infringe copyright or which fails to acknowledge ownership
(including plagiarising of online content)
5.4 NORMALLY UNACCEPTABLE ACTIVITIES WHICH MAY BE ALLOWED E.G. AS PART OF
PLANNED CURRICULUM ACTIVITY OR AS SYSTEM ADMINISTRATOR TO PROBLEM SOLVE
UNDER SUPERVISION
• accessing social networking sites, chat sites, instant messaging accounts, email or using a mobile phone
for personal use during lesson time
• accessing non-educational websites (e.g. gaming or shopping websites) during lesson time
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RAINEY ENDOWED SCHOOL
STAFF ICT ACCEPTABLE USE POLICY
Implementation Date – November 2018
Review Date – November 2019
Signed ____________________________ BoG

To be read in conjunction with:
Code of Conduct for members of staff in their behavior towards pupils
This policy applies to:
•
•
•

1.

all staff members, including teachers and support staff, volunteers, casual workers, temporary and
supply staff, and students on teaching placement of Rainey Endowed School who may have access to a
school owned computer, regardless of whether or not they use it in their day to day work routine
all visitors/guests of Rainey Endowed School who may be connecting to the school network either via
school equipment or their own personal equipment
all third parties or suppliers who may remotely access any school equipment in the course of their work
within the school.

INTRODUCTION

1.1 WHY THIS DOCUMENT IS NECESSARY
Rainey Endowed School seeks to embrace the use of ICT to enhance teaching, learning and administration within
the school. All organisations (including schools) where computers are in use are required to have a code of
practice such as this.
It is necessary to outline the principles underpinning appropriate computer use, make expectations clear and
ensure users are fully aware of the consequences of not following the code of practice and computer misuse.
This acceptable usage policy has been put together to provide guidance to all users on what is appropriate use
of ICT within Rainey Endowed School.
It supplements any legislation around ICT use such as:
•
•
•
•

General Data Protection Regulation (2016)
Computer Misuse Act (1990)
Copyright, Designs and Patent Act (1998)
Health and Safety (Display Screen Equipment) Regulations 1992 (amended 2002) and government
guidelines and initiatives such as the Child Exploitation and Online Protection Body (CEOP).

1.2 HOW THIS POLICY IS COMMUNICATED AND UPDATED
The Staff ICT Acceptable Use Policy – (Staff ICT AUP) is published on the Rainey Endowed School intranet and a
copy is given to each member of staff when they join the school as part of the induction process. The policy is
updated every two years.
Each member of staff is required to sign the Staff ICT AUP Agreement form and return this to the E-Safety
Coordinator.
In signing they accept that they agree to all amendments which will be published on the school’s website
(http://raineyendowed.com/pastoral-policies/) or in Private 9, unless the E-Safety Coordinator is notified in
writing by the individual.
When the ICT Staff AUP is updated a new version is provided to all staff.
Any comments or suggestions for amendments to the policy should be advised to the E-Safety Coordinator.
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Visitors, guests and suppliers must be advised of the ICT Staff AUP when attending the school. Paper copies are
also available from the E-Safety Coordinator.
1.3 THE CONSEQUENCES OF IMPROPER CONDUCT
Failure to abide by this AUP will be treated in the same way as any other misconduct issue and ultimately could
result in dismissal. Illegal activities will be reported to the police and the Education Authority. The principal will
act with the Authority of the Board of Governors on such matters.

2.0 GENERAL COMPUTER USE
In general, use of ICT equipment (such as computers, printers, school mobile phones, faxes, tablets, Interactive
Whiteboards), email and the internet within the school should be primarily to enhance teaching and learning or
for administrative use.
It is understood however that users may occasionally need to use ICT for personal reasons and this is permitted
as long as such use does not interfere with or lessen their work and does not conflict with other aspects of this
code of practice.
Priority for computer usage should always be given to the core functions of the school. Use for business
purposes not related to school activities or personal gain is allowed on condition that it is not deemed excessive
by the Board of Governors.
2.1 USER ACCOUNTS AND DATA:
• User accounts are the responsibility of the user.
• Data must be kept in accordance with the General Data Protection Regulation.
• Do not disclose any information to a third party that could be considered sensitive information.
• Passwords must be kept secure and changed when instructed to do so by the C2K system.
• Do not disclose or write down your password.
• Users must not allow anyone else to use their account nor should they use anyone else’s account.
• Users must log off or lock their account when away from their machine. Accounts are not to be left
logged in, unlocked and unattended.
• Users are responsible for day to day management of their data, being aware of the data storage limits
and ensuring unwanted material is deleted on a regular basis.
• Best practice dictates that portable equipment such as laptops, handheld devices and data storage
media such as USB data sticks and external hard drives must be kept encrypted and securely locked
away when not in use.
• Users are responsible for maintaining the security of login information for online platforms on 3rd party
machines. This includes ‘myschool’, ‘SLG’ and any other online learning environments as used by the
class teacher.
• Users are responsible for keeping passwords secure for all cloud based storage. Users are responsible
for ensuring that login information for cloud based storage is not stored in browsers on 3rd party
machines.
2.2 GENERIC USER ACCOUNTS:
Some areas may have a requirement for a generic user account, which can be used by a number of individuals,
although this is not recommended.
Use of a generic user account is controlled by the ICT Technician who is responsible for
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• controlling access to that account
• ensuring the password is changed regularly
and has a clear understanding of who is using the account, when and for what purpose.
2.3 HARDWARE AND SOFTWARE:
All users are responsible for the care and safe-keeping of any ICT equipment.
Best practice dictates that portable equipment such as laptops, handheld devices and data storage media such
as USB data sticks must be kept encrypted and securely locked away when not in use.
Keep all liquids and food away from any ICT equipment and be aware of the health and safety hazards relating
to electrical equipment.
Software is licensed and should only be installed with the authority of the ICT Technician and only on the
machines for which it has been purchased.
Users are not permitted to download and install software packages without the authority of the E-Safety
Coordinator or ICT Technician or Curriculum VP.
To comply with the copyright, Designs and Patents Act 1988:
• Users are not permitted to install unlicensed software on any machine
• Users are not permitted to copy licensed software for installation on other machines (school or nonschool equipment).
•
Any ICT hardware or software purchased for school purposes must be done through the ICT Technician,
Curriculum VP and Principal.
Users should report all faults to the ICT Technician as soon as they are identified and not attempt to repair ICT
equipment themselves.
Old/broken equipment to be disposed of must be done through the ICT Technician as disposal of electrical
equipment is now subject to UK government regulations.
2.4 SCHOOL LAPTOP & SCHOOL MOBILE PHONE USERS:
All staff who have a Rainey Endowed School laptop or mobile phone issued to them must take all possible
precautions to ensure they are held securely and if necessary, immediately report any accidental loss or any
misuse by a Third Party.
2.5 INTERNET USAGE:
All use of the internet within the school should be primarily to enhance teaching and learning or for
administrative use.
It is understood however that users may occasionally need to use the internet for personal reasons but this
should not be at the expense of work.
Use of the internet within the school for the conducting of private business or personal gain is allowed on
condition that it is not deemed excessive by the Board of Governors.
Staff are not permitted to use the internet for any illegal activity; although not specifically against the law this
includes accessing sites meant for adults of 18 years or older such as pornographic and gambling websites.
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Staff must not search for, or browse through, any sites that contain offensive, obscene, violent, dangerous or
inflammatory material.
Professional judgement must be exercised when downloading any material such as music, video, TV
programmes, games. Downloading and sharing copyright material is illegal and therefore not permitted.
2.6 OTHER FORMS OF COMMUNICATION
• It is reasonable that Staff may need mobile access during the school day. Therefore, Staff are allowed to
bring personal mobile phones or devices for their own use to school but must never use personal
numbers to contact pupils under any circumstances.
• Staff must ensure that there is no inappropriate or illegal content stored on the device and should be
aware that using features, such as video or sound recording, may be subject to the same procedures as
taking images from digital or video cameras.
• Staff should be aware that games consoles such as Sony Playstation, Microsoft Xbox, Nintendo Wii and
other such systems have Internet access which may not include filtering and should not be used in the
school.
• Rainey Endowed School is not responsible for any theft, loss or damage of any personal mobile device.
• Staff are responsible for the security of data and access on their mobile phone and must keep the phone
safe and secure at all times.
• Rainey Endowed School Board of Governors will provide mobile phones and camera equipment which
must only be used for authorised activities .
• Staff must not use personal digital cameras or camera phones for taking and transferring images of
pupils or staff and will not store images at home.
• Any images taken by school owned equipment must be transferred and archived only on C2K servers or
school owned hard disks for archival.
• Images for online publication must be sent to the relevant member of staff with 24 hours of the image
being taken and deleted from the device that took the image.
• Electronic communication with pupils must only take place on hardware authorised by the school.

2.7 EMAIL:
All users are provided with a c2k email account.
This email is accessible from within Rainey Endowed School via the Microsoft Outlook app and via the internet
using Outlook Web Access (OWA).
Attachments on emails are limited to 25mb. If you wish to send anything over this size please use cloud storage
and send a link to the stored files.
Users are responsible for day to day management of their emails, being aware of the data storage limits and
ensuring unwanted material is deleted on a regular basis. Be aware that email is treated as data and therefore is
subject to guidelines of the General Data Protection Regulation.
If email is being accessed using OWA from a personal or public use computer:
• Do not store anything on the computer hard-drive
• If accessing in public place be careful who can see what you are doing
• Make sure you log off completely.
•
Email should be treated as inherently insecure.
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As with any form of correspondence be aware that professional language must be used.
Do not open or forward any email or attachment from an unrecognised source or that you suspect may contain
inappropriate material or viruses.
Do not respond to emails that request personal details unless you are confident the source is genuine. In general
companies will not request personal data via email. Staff should not provide personal contact details to pupils
and should only make contact with pupils for professional reasons.
Users must not send, forward, print or transmit in any form any offensive, obscene, violent, dangerous,
inflammatory or any material that brings the school into disrepute via email. If in doubt, do not send the
communication.
If you are concerned about any email that you may have received, contact ICT Technician, E-Safety Coordinator,
Principal or VP.
Out of office responses should be used with care. If the response is to be sent outside of the school, be cautious
about including personal information such as holiday dates and contact numbers.
2.8 INTERNET FILTERING AND MONITORING:
The school has in place a sophisticated filtering & monitoring system which
• checks for viruses and traps suspicious emails
• denies access to most undesirable and inappropriate sites on the Internet
• maintains a list of banned sites which is updated on a regular basis.
Whilst this provides a measure of reassurance it must be understood that the filter does not trap or block
everything.
Please be aware that:
• Staff emails to and from the school can and will be monitored for inappropriate use
• Internet access within the school can and will be monitored for inappropriate use
• All internet sites accessed by users are logged with date and time of access.
Misuse of the internet and/or communication systems will always result in an investigation as detailed under
the TNC Disciplinary Procedures.
The accessing and use of inappropriate and indecent materials from the internet or via email will result in
disciplinary action being taken which could lead to dismissal.
2.9 SOCIAL NETWORKING AND COMMUNICATION:
The open nature of the internet and social networking means that every member of staff should take active
steps to protect themselves and their school by taking simple precautions. The school reserves the right to
monitor the use of information systems including internet access, the interception of email, phone calls,
documentation and the detection of inappropriate materials where it believes unauthorised use or misuse of
the information system has or may be taking place, or the system may be being used for criminal purposes or for
the storing of unauthorised or unlawful text, sound, imagery, or any other irregularity. This is carried out
primarily to avoid offensive or nuisance material, to protect systems from viruses, but also to ensure the
effective use of systems.
Staff should not access social networking sites for personal use during classes.
Staff should adhere to the good practice as laid down in the GDPR advice.
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Anything that is posted online or sent by text or email is potentially public or permanent even if you
subsequently delete posts and emails and if you use privacy settings.
If there is a social relationship outside of school with pupils or parents, please exercise professionalism and
proceed with caution at all times.
Do not send emails or messages that you would not be happy for your employer or colleague to read.
Do send emails and communications in a professional language.
Do act in accordance with and follow advice from your professional association or Union.
If in doubt, do not post the communication!
2.10 BULLYING/CYBER-BULLYING/ONLINE BULLYING:
The school will not tolerate any form of bullying including electronic or online bullying.
The misuse of email systems or the internet for harassing people, such as by sending unpleasant or aggressive
messages (‘cyber bullying’) is on the increase. The proliferation of social networking websites has made it easier
for people to stay in touch with each other but is also being used as a medium to enable harassing and bullying.
The school reserves the right to monitor all internet and email activity within the bounds of current legislation in
order to keep the internet safe for all at Rainey Endowed School and to protect from online bullies. It is a
condition of this policy that all users of our network accept that internet activity is monitored as well as filtered.
Any instances of bullying will be taken very seriously. As with any other form, cyber or online bullying (involving
the use of personal computers, mobile phones etc) will be investigated fully and will result in disciplinary action
leading to possible dismissal.
2.11 PORNOGRAPHY & OTHER INAPPROPRIATE MATERIAL:
Staff are not permitted to access or save any form of pornography or offensive, obscene, violent, dangerous or
inflammatory material onto computers.
Rainey Endowed School reserve the right to perform spot checks on accounts and computers at any time.
If any inappropriate material is found, the account will be disabled immediately and disciplinary action will
begin.
2.12 HACKING:
The Computer Misuse Act 1990 makes it illegal to:
• Gain unauthorised access to a computer's software or data (hacking), including the illegal copying of
programs
• Gain unauthorised access to a computer's data for blackmail purposes
• Gain unauthorised access to a computer's data with the intention of altering or deleting it, including
planting viruses
• Copy programs illegally (software piracy).
Any type of hacking (defined as attempt to gain access to folders, databases, or other material on the network
to which one is not entitled) is considered to be an extremely serious offence.
To comply with the Computer Misuse Act 1990 any user who indulges in hacking or is found with hacking
software/paraphernalia on their computer or network account is liable to be dismissed.
Likewise, physical interference with another user's computer or school-owned computer will not be tolerated.
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2.13 PERSONAL SOCIAL MEDIA ACCOUNTS - GENERAL ADVICE:
Think before you post...
• On personal social media do not post anything about your institution, staff pupils or parents
• On personal social media do not post anything about you that directly or indirectly lowers your
reputation or that of your institution (in particular an image)
• Use privacy settings on your personal social media accounts.
• Do not share compromising material.
• Always use strong passwords and log out when you leave your account.
• Check what others post about you.
• Use 'untag' or ask for unsuitable material about you to be taken down
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Appendix A: LEGISLATION & REGULATIONS
Computer Misuse Act (1990):
States that the following actions are illegal
• Unauthorised access to computer material
• Unauthorised access with intent to commit or facilitate commission of further offences
• Unauthorised modification of computer material.
•
Copyright (Computer Software) Amendment Act (1985) and
The Copyright (Computer Programs) Regulations 1992:
These acts amended the Copyright, Designs and Patent Act to cover computer software and computer programs
making it illegal to:
• Copy software
• Use illegally copied software (pirated copies)
• Electronically transmit software to another location effectively creating a copy.
Health and Safety (Display Screen Equipment) Regulations 1992 (amended 2002):
Rainey Endowed School undertakes to follow the requirements set out in the Health and Safety DSE regulations.
Users of visual display equipment computers and laptops have a duty to ensure
• they are comfortable when using equipment
• that they adjust keyboard and mice to enable suitable keying in positions
• that they adjust the screen resolution, contrast and brightness to enable easy reading
• that they keep their screens clean
• that they don’t sit in the same position for many hours and take regular breaks.
If any user requires their workstation to be assessed or wants further information to understand ergonomic,
preventative and protective measures required when using DSE continuously for long periods of time, they
should contact the e-safety coordinator.
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RAINEY ENDOWED SCHOOL STAFF ICT ACCEPTABLE USE POLICY AGREEMENT
All staff are required to comply with the Rainey Endowed School Staff ICT Acceptable Use Policy.
I understand that this Acceptable Use Policy applies not only to my work and use of school digital technology
equipment in school, but also applies to my use of school systems and equipment off the premises and my use of
personal equipment on the premises or in situations related to my employment by the school.
I have read and understand the above and agree that breach or failure to observe this policy is likely to result in
disciplinary action being taken under the school disciplinary procedures, including a warning, a suspension,
referral to Governors or the Education Authority and in the event of illegal activities the involvement of the police
or dismissal. Staff are responsible for updating their understanding of this policy.
-----------------------------------------------------------------------------------------------------------------------------------------------------

FULL NAME: ________________________________________________________________________________

DEPARTMENT / ROLE IN THE SCHOOL: ____________________________________________________________

SIGNED: ____________________________________________________________________________________

DATE: ______________________________________

RAINEY ENDOWED SCHOOL
PUPILS’ ICT ACCEPTABLE USE POLICY
Implementation Date – November 2018
Review Date – November 2019
Signed ____________________________ BoG

This policy applies to:
all current pupils of Rainey Endowed School
I understand that use of the Internet and electronic communication is granted to me as a privilege, in return for
my acceptance of the agreement. Any misuse on my part may result in loss of that privilege and other sanctions
being taken. This also applies to any activity undertaken outside school which contravenes the acceptable use
rules of the school.
All online activity will be appropriate to:
• ensure the safety and security of the school system
• ensure respect for all members of the community
• maintain the reputation of the school or is illegal or offensive in any way
In particular this means:
• I will only access the school ICT system and Internet via my authorised account and password, which I
will not make available to others.
• I will ensure that I do not willfully damage the system by means of malicious code (e.g. virus infections,
malware etc), hacking or physical tampering.
• I will not willfully interfere with, edit, copy, or delete another person’s work files
• I will use the Internet responsibly and will only visit websites appropriate to my school studies.
• I will not give my home address, phone number, send photographs or videos, or give any other personal
information that could be used to identify me, my family or my friends, unless a parent or guardian has
given me permission.
• I will never meet arrange to meet someone I have only ever previously met on the Internet or by e-mail
or in a chat room unless I take a trusted adult with me as nominated by my Parent or Guardian.
• If I receive any inappropriate material I shall not respond but immediately inform the E-safety
coordinator or another teacher.
• I will not send or forward messages, publish or create material which is offensive, hurtful or otherwise
upsetting to another person. I will not post anonymous messages.
• Language which I use in electronic communication will be appropriate and suitable, as for all school
work.
• I will not use mobile phones, cameras or other electronic devices to take, publish or circulate pictures or
videos of anyone without their permission during school activities.
• I will respect copyright of all materials.
In addition, I understand that:
• Use of the network to knowingly access inappropriate materials such as pornographic, racist, political or
religiously offensive material is forbidden and may constitute a criminal offence
• Guidelines for safe use of the Internet will be followed and I will report any materials or conduct which I
feel is unacceptable
• The school reserves the right to examine or delete any files that may be held on its computer system, to
monitor remotely school computer usage and if necessary to report anything which may constitute a
criminal offence.
• If the schools code of conduct is broken, the school will invoke the School Discipline and Behaviour
policies.
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I have read and understand these rules and agree to them:Full name……………………………………………………………………………………………..
Signed…………………………………………………………………………………………………..

Date…………………………………
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